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Network Detection & Response IT Survey

This short IT Survey was collected by NEOX Networks and Stamus Networks at the Gartner

Security and Risk Management Summit in June 2025. It shows how IT SecOps
teams view the need for Network Detection and Response (NDR) and Network Visibility.

Learn more about our Clear NDR solution.

Q1 Do you need or currently use Network Security solution for threat
detection and mitigation? If so, what types?

Answered: 14  Skipped: 0

Network
Detection &
Response (NDR)
Network
Intrusion
Detection...
Network
Security
Monitoring...
Security
Information &
Event...
Encrypted
Traffic
Handling...

Security
Firewall (FW)

None
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ANSWER CHOICES RESPONSES

Network Detection & Response (NDR) 64.29%

Network Intrusion Detection (NIDS) 14.29%

Network Security Monitoring (NSM) 28.57%

Security Information & Event Monitoring (SIEM) 28.57%

Encrypted Traffic Handling (SSL/TLS) 28.57%

Security Firewall (FW) 21.43%

None 14.29%

Total Respondents: 14


https://neoxnetworks.com/
https://www.stamus-networks.com/
https://neoxnetworks.com/clear-ndr
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Q2 Do you currently use NDR equipment from any of these vendors?
Check all that apply.

Answered: 14  Skipped: 0

Stamus
Corelight .
Trellix

Vectra

Dark Trace _
ExtraHop .
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ANSWER CHOICES RESPONSES
Stamus 0.00%
Corelight 7.14%

Trellix 14.29%
Vectra 0.00%

Dark Trace 28.57%
ExtraHop 7.14%

Other 42.86%

Total Respondents: 14
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Q3 Do you have a preference for or use any of the following methods for

threat detection?

Answered: 14  Skipped: 0

Suricata .

Snort

Wazuh

Security Onion -
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ANSWER CHOICES
Suricata

Zeek

Snort

Wazuh

Security Onion

Other
Total Respondents: 14
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Q4 Your NDR solution operates/needs traffic handling at:

Answered: 14  Skipped: 0

100Gbps

40Gbps

25Gbps
10Gbps
N/A
0%  10% 20%  30% 40% 50% 60% 70% 80% 90% 100%
ANSWER CHOICES RESPONSES
100Gbhps 64.29%
40Gbps 14.29%
25Gbps 7.14%
10Gbps 7.14%

N/A

7.14%

Total Respondents: 14
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Q5 Do you need additional Network Monitoring or Visibility solution for
Security or Observability? If so, which components?

Answered: 14  Skipped: 0

Full Packet
Capture (PCAP)

Network Packet
Broker (NPB)

Inline-Bypass
TAP

Network TAP

None
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ANSWER CHOICES RESPONSES
Full Packet Capture (PCAP) 35.71%
Network Packet Broker (NPB) 14.29%
Inline-Bypass TAP 7.14%
Network TAP 28.57%

None 28.57%

Total Respondents: 14
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Q6 Your NDR or Network Visibility needs are across (Check all that apply):

Answered: 14  Skipped: 0
Data Center
Branch or Site

Cloud

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

ANSWER CHOICES RESPONSES
Data Center 57.14% 8
Branch or Site 35.71% 5
Cloud 78.57% 11

Total Respondents: 14
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Q7 Do you currently use Network Visibility or Monitoring equipment from
any of these vendors? Check all that apply.

Answered: 14  Skipped: 0

Gigamon -
Ixia (Keysight) .
NetScout
Riverbed
Garland
Viavi

Endace

SolarWinds

B
Cisco -
ThousandEyes
ProfitTap

Cubro

Niagra

cPacket

Niksun

FMDIO

0% 10% 20% 30% 40% 50% 60%  70% 80% 90% 100%
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ANSWER CHOICES RESPONSES
Gigamon 21.43%
Ixia (Keysight) 7.14%
NetScout 7.14%
Riverbed 0.00%
Garland 0.00%
Viavi 0.00%
Endace 0.00%
Solarwinds 14.29%
Cisco ThousandEyes 14.29%
ProfitTap 0.00%
Cubro 0.00%
Niagra 0.00%
cPacket 0.00%
Niksun 0.00%
Arista 7.14%
FMDIO 0.00%
None or Other 50.00%

Total Respondents: 14

Q8 Do you have an active project or issue or replacement to discuss?

Answered: 14  Skipped: 0

Yes

No

Soon

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
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ANSWER CHOICES RESPONSES
Yes 21.43%
No 64.29%
Soon 14.29%
TOTAL

Q9 Would you like us to get in touch with you? (Check all that apply)

Answered: 14  Skipped: 0

Discovery ! -
Product demo .

Product trial

Price quote

Other reasons -

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

ANSWER CHOICES RESPONSES
Discovery call 21.43%
Product demo 7.14%
Product trial 0.00%

Price quote 0.00%

Other reasons 14.29%

No Thanks 57.14%

Total Respondents: 14



