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Key Features & Capabilities

Throughput (Max)

Throughput (Max) - Threat Analysis or SSL/TLS
Threat IP(s) Filtering

Event Handeling (Per-Min)

Event Logging (Per-Min)

Capture-to-Disk Rate

Sustained Capture-to-Disk (No Packet Loss)
400G QSFP-DD Ports (100G Break Out) (Max)
100G SFP28 Ports (40G Break Out) (Max)
25G SFP28 or 10G SFP+ Ports (Max)
10G SFP+ or 1G SFP Ports (Max)
10/100/1000 RJ45 Ports (Max)

Virtual Ports (Max)

Onboard Storage (Min - Max)

Onboard + External Storage (Min - Max)
SSD Storage

Encrypting Storage (SED)

Transparent (No MAC/IP Address)
Encrypted Firmware

SSL/TLS 1.3 Support

URL Classification & URL Filtering
Policy-based Traffic Control

Jumbo Frames (10K) Support

Multiple Capture Merge

Out-of-the-Box Dashboards

Application Identification

TCP Analysis

Latency/Jitter Analysis

Multicast Video Analysis

Data Correlation and Baselining

Data Diode Intrusion Prevention (Air Gap)
IEC 62443 Security Compliance

CRITIS Compliance

FIPS 140-2 Compliance

TAA Compliance

Software Subscription (Year)

Service and Support (Levels)

Inline or Out-of-Band Deployment

Rack Space (RU)

Cards/Module Slots (Max)

Airflow Direction

Passive/No Power (Fiber only)

PoE 802.3af Passthrough

Power Options

IDS, NDR, NSM, Log/PCAP Full All Packet Capture, Forensics, and Analysis Encryption/Decryption Policy Control

100G bps Scalable Scalable 10Gbps
100G bps Scalable Scalable
™ Scalable Scalable
2G Scalable Scalable
25Gbps Scalable Scalable 10Gbps
v v v v
2(2) Scalable Scalable
4(4) Scalable Scalable 4
4(8) Scalable Scalable 4
90 - 720TB 90 - 720TB 90 - 720TB 8-32TB
v v v
v v v v
v v v v
X
v
v
v
v
v
v
X
v v v v
1/3/56
Silver/Gold Silver/Gold Silver/Gold Silver/Gold
00B 00B 00B 00B
2RU 2RU
F>B F>B
1+1AC 1+0AC

PacketOwl
Series

Suricata-based IDS

On-Demand Capture (FPGA)

v': Supported, X: Not supported, N/A: Not applicable or not irrelevant, ( ): Using break-out cables
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PacketFalcon
Series

25Gbps 100G bps
25Gbps 100G bps
v v
4(4)
4 8(16)
4 8(16)
8- 32TB 30 - 300TB
v v
v v
v v
X X
v v
v v
v v
v v
v v
v v
X v
v v
1/3/5 1/3/56
Silver/Gold Silver/Gold
00B ooB
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2
F>B F>B
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100G bps

100G bps
v

6(6)
12 (24)
12 (24)

24 - 480TB

PSPPSR <

v
v
1/3/56

Silver/Gold

00B

1+0 AC

PacketGrizzly

Series

Extensible Capture (FPGA)

100G bps

100G bps

89)
16 (32)
16 (32)

38 - 307TB

PSS < B

v
v
1/3/5

Silver/Gold

00oB
2RU
1
F>B

1+1AC

100G bps

100G bps

89
16 (32)
16 (32)

38 - 720TB
2-9PB
v
v

PSPPSR <

v
v
1/3/56
Silver/Gold
0oB
2RU

1

F>B

1+1AC

PacketShark

SSL & TLS Visibility

15Gbps 25Ghps
7Gbps 13Gbps
8(8) 8(8)
32 32
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2-8PB
v
v
v v
v v
v v
v v v
X X
v v v
Silver/Gold Silver/Gold Silver/Gold
00B Either Either
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8 8
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PacketDragon
SENES

White List Control

100Mbps 1Ghps 10Gbps
100Mbps 1Gbps 10Gbps
10M 10M 10M
4 4 4
8 8 8
X X X
v v v
Silver/Gold Silver/Gold Silver/Gold
Either Either Either
1RU 1RU 1RU
F>B F>B F>B
1+1AC 1+1AC 1+1AC

Data Diode
PacketRoo
Series

Air Gap

Portable
1Gbps

X S xS

Silver/Gold

0o0oB
1RU

X

1+1AC
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. . . } ) Virtual
Key Features & Capabilities Low-Latency Services (FPGA) High-Density Aggregation (ASIC) Feature-Rich (CPU-based)

Broker Manager

[ o a2 v ] L v 1S2 ] 1SC ] L

Forwarding Throughput (Max) 100G bps 200G bps 400G bps 12.8Thps 8Tbps 3.2Tbps 3.2Tbps 2Tbps 2.1Tbps 2.1Tbps 108G bps 800G bps 200/400G bps 45Gbps 24Gbps 23Gbps Scalable Scalable
Non-Blocking Architecture v v v v v v v v v v v

Line-Rate Performance (No Packet Loss) v v v v v v v v v v v v v

Hardware Acceleration (DPDK) v v v v v

400G QSFP-DD Ports (100G/40G Break Out) (Ma 32 (128/64)

100G QSFP28 Ports (40G Downspeed) (Max) 2(2 4(4) 40 (40) 32 (32) 32 (32) 8(8 6(6) 6(6) 8(8) 2(2)/4(4

40G QSFP+ Ports (10G Break Out) (Max) 2(8 4(16) 40 (160) 32 (128) 32 (128) 8(32) 6 (24) 6 (24) 8(32) 2/4

25G SFP28 or 10G SFP+ Ports (Max) 4 4 (8 48 (48)

10G SFP+ or 1G SFP Ports (Max) 4 (4 (8 48 (48) 48 (48) 6(6) 32 8/16 4 2 2

10/100/1000 RJ45 Ports (Max) 48 32 5 4 3

Virtual Ports (Max)

Stacking Ports (Dedicated) 13

Stacking X v v X v X v v

Port Labeling v v v v v v v v v v v v v v v v v
Port Splitting v v v v v v v v v v v v v v v v

Port Mapping (1:1, N:N, N:1, 1:N) v v v v v v v v v v v v v v v v v
Load-Balancing (5 Tupple) 7 7 7 7 7 7 7 7 7 7 7 7 7 7 7 7 7
Load-Balancing (GTP) v v v X v'onTEID vonTEID vonTEID vonTEID X vonTEID ¥onTEID v v v v v v
Jumbo Frames Support v v v v v v v v v v v v v v v v v
Filtering Rules v v v v v v v v v v v v v v v v v
Filtering within Tunnel v v v v v v v v v v v v v v v v v
User-Defined Filters v v v v v v v v v v v v v v v v v
Header Stripping/Processing v v v vl vl vl [v1 vl [v1 [v1 [v1 v v v v v v
VLAN Stripping v v v v v v v v v v v v v v v v v
MPLS Tag Stripping 7 7 7 X 7 7 X 7 7 7 7 7 7 7 7 7 7
Packet Slicing/Truncation v v v v v v v v v v v v v v v v v
Timestamping (NanoSec) with PTP/NTP v v v v'viaNTP ¥'viaNTP v'viaNTP X v v v v v v'viaNTP
Timestamping with External PPS v v v ' v v v v

PTP/NTP Time Sync Management v v v v v v v v v v v v v v v v v
Data Masking v v v v v v v v v
Flow Data (NetFlow/IPFIX) Export v v v v v v v v v
Packet Deduplication 4 v ' ' ' v v v v
Metadata Export (Kafka) v v v v v v v v v
LDAP, RADIUS, TACACS+,CLI, Syslog, SNMP v v v v v v v v v v v v v v v v v v
Traffic Aggregation/Replication v v v v v v v v v v v v v v v v v
VXLAN/VNTag Stripping v v v v v v v v v
GRE Tunnel Encapsulation/Decapsulation v v v X X v'L2GRE v L3GRE v'L2GRE X v L2GRE v L2GRE v v v v v v
VLAN Tag Inner VLAN Filtering v v v X v v v v v v v v v v v v v
MAC-in-MAC DC Decapsulation v v v X X X X X X X X v v v v v v
GTP Correlation X X X v v v v v v
Local Packet Capture v v v X X v X v X v v v v v v v v
GUI, Serial Console, and CLI v v v v v v v v v v v v v v v v v
Optical Transceiver Diagnostics v v v v v v v v v v v v v v v v

PacketDirector Central Management X X X v v v v v v v v v v v v v v
FIPS 140-2 Compliance X X X X X X X X X X X X X X X X

TAA Compliance v v v X X X X X X X X X X X X X

Software Subscription (Year)

Service and Support (Levels) Silver/Gold Silver/Gold Silver/Gold Silver/Gold Silver/Gold Silver/Gold Silver/Gold Silver/Gold Silver/Gold Silver/G old Silver/Gold Silver/Gold Silver/Gold Silver/Gold Silver/Gold Silver/Gold Silver/Gold Silver/Gold
Inline Mode (no bypass) v v v v v v v v v v v v (+Bypass) v v v v

Rack Space (RU) 1RU 1RU 1RU 1RU 2RU 1RU 1RU 1RU 1RU 1RU 1RU 2RU 2RU 1RU 1RU 1RU

Cards/Module Slots (Max) 4

Airflow Direction F>B F>B F>B F>B/B>F F>B F>B/B>F F>B/B>F F>B/B>F F>B/B>F F>B/B>F F>B/B>F F>B F>B F>B F>B F>B

Power Options 1+1 AC/DC 1+1 AC/DC 1+1 AC/DC 1+1 AC/DC 1+1AC/DC = 1+1AC/DC ~ 1+1 AC/DC 1+1 AC/DC 1+1 AC/DC 1+1 AC/DC 1+1 AC/DC 1+1 AC/DC 1+1 AC/DC 1+1 AC/DC 1+1 AC/DC 1+1 AC/DC

v Supported, X: Not supported, N/A: Not applicable or not irrelevant, ( ): Using break-out cables, [ ]: Limited functionality
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Remote T Virtual T Modular T Inline-Bypass
Key Features & Capabilities emote tap irtual tap uiar fap Switch/Tap

Standard |_Secure | __Inline | |

Throughput (Max) 400G bps 1Gbps 400G bps Scalable Scalable 400G bps 400G bps 100G bps
TAP(s) per Rack Unit (RU) 3 3 3 30 30 2
400G QSFP-DD Ports (100G Break Out) (Max) 4(16) 4(16) 120 (480) 120 (480)

2(2+2(2

1x Bypass Port Pair

100G QSFP28 Ports (40G Break Out) (Max) 4(4) 4(4) 120 (120) 120 (120) + 1x Bypass Port Pair

2(2+2(2

1x Bypass Port Pair + 1x

40G QSFP+ Ports (10G Break Out) (Max) 4 4 120 120 Bypass Port Pair
25G SFP28 or 10G SFP+ Ports (Max) 4 4 120 120 X

2(2+2(2

1x Bypass Port Pair + 1x

10G SFP+ or 1G SFP Ports (Max) 4 4 120 120 Bypass Port Pair
10/100/1000 RJ45 Ports (Max) 4 4 4 120 120 X
Virtual Ports (Max) Scalable Scalable
Transparent (No MAC/IP Address) v v v v v v v v
Secure Boot X v X X X X X X
Encrypted Firmware X v X X X X X X
Security Seals & Special Screws X v v X X X
Data Diode Intrusion Prevention v v v X X X v
BiDi Functionality v X X v v
Jumbo Frames (16K) Support v v v v v v v v
IEC 62443 Security Compliance X v X X X X X X
CRITIS Compliance X X v X X X v X
FIPS 140-2 Compliance X X X X X X X X
TAA Compliance (Made in Germany) v v v v v v v v
Copper/Fiber Both Both Fiber Fiber Fiber Fiber
Inline or Out-of-Band Deployment ooB ooB ooB Inline Inline ooB ooB Inline
Split Ratio 50/50, 60/40, 70/30 v v v v v
Breakout, Aggregation, Regeneration Mode(s) v v v v v v v v
Rack Space (RU) 1RU 1RU 1RU 1RU 1RU 1RU
Cards/Module Slots (Max) 30 30 2
Airflow Direction F>B
Passive/No Power (Fiber only) v X v v v X
PoE 802.3af Passthrough v v
Power Options 1+1 AC/DC 1+1 AC/DC 1+1AC

v Supported, X: Not supported, N/A: Not applicable or not irrelevant, ( ): Using break-out cables



