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NEXT GENERATION NETWORK VISIBILITY

Unified Network Visibility
For IT & OT Observability & Security

Network Detection
& Security Monitoring

Network Services
& Traffic Brokering

Network Tapping
& Traffic Mirroring

(criticalInfra ) (Datacenter ) Branch  }( Cloud )

IT NetSecOps IT NetAppOps
)) Business Benefits )) Technical Benefits

- Digital Transformation and Modernization through » Setup Once, Monitor Forever Network Visibility and
Hybrid-Cloud Observability Real-Time Wire-Data Access for Tools
» Increased Business Continuity and Reduced Downtime « Scalable Foundation Layer for Building a Network
* Reduced Customer Churn through Better Experiences, Monitoring, Security, and Observability Practice
Enhanced Security, and Data Protection « Consistent Network Visibility for Provisioning Network
-as-a-Service across the Hybrid-Cloud Infrastructure

)) Security & Data Protection )) Application Observability

= Strengthened Network Security through Direct Access « Enhanced Application Performance, Response, and
and Consolidation of Network Packet Data Avadilability through Network Dependency Mapping
= Real-Time Network Intelligence for Threat Hunting « Faster Troubleshooting for User Experience Issues

and Network Detection and Response * Reduced Mean-Time-to-Resolution
« Historic Network Data Access for Forensics, Incident

Response, and Compliance
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Product Portfolio

PacketOwl, PacketShark, PacketHawk, PacketRoo, PacketDragon Security Delivery
1-100G Network Security Monitoring, Intrusion Detection, Decryption, Inline Bypass, Data Diode, & Traffic Policing

Provide full security visibility and enablement architecture for SecOps, including inline security tool service chaining,
availability failover, and north-south traffic tapping. consolidating, manipulating, and brokering packet and flow network
data to security tools, policing and filtering undesired data, analyzing data for threats per Suricata-rules, generating alerts,
logs, PCAP, and policing the one-way flow of data through an air-gap.

Network Security

PacketFalcon & PacketGrizzly Packet Capture, Analysis, & Compliance
1-100G Sustained Full-Packet Capture-to-Disk, Replay, Forensic Analysis, and Regulatory Compliance

Capture and retain before, during, and after packet data for troubleshooting application vs. network issues, analyzing key
network performance metrics, reducing resolution time, performing the forensic analysis for incident containment and re-
sponse, and retaining packet data per regulated industry requirements for evidence.
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PacketWolf, PacketLion, PacketTiger & PacketDirector Network Packet Brokering
1-400G Network Traffic Aggregation, Packet Services, and Security Delivery

Network Brokering

Consolidate, centrally process, and deliver tapped network packet and flow data to application (AppOps) and security
(SecOps) tools in an optimized format for performance analysis, issue resolution, and threat detection and mitigation.

PacketRaven Network Tapping & Forwarding
1-400G Passive Network Visibility, Lossless & Secure Out-of-Band Data Acquisition

Tap and deliver always-on, passive, reliable wire data from physical and virtual network links upstream to tools for
complete network transparency for security, performance monitoring, and network analytics.
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IT NetSecOps Deployment Environments

Critical Infra Data Center

NOC

Application Issues, User Experiences,
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NEOX Networks, Inc.

5201 Great America Pkwy
Suite 320

Santa Clara, CA 95054, USA

neoxnetworks.com
info@neox-networks.com
+1 408 850 7201

NEOX Networks GmbH
Monzastr. 4, 63225 Langen,
Germany

neox-networks.com
info@neox-networks.com
+49 6103 37 215 910

NEOX Networks

Hamidiye Mah. Selguklu Cad.
No:10 i¢ Kapi No:2,

istanbul, TUrkiye

neoxnetworks.com / tr
info@neox-networks.com.tr
+90 212 936 1159

NEOX Networks

IF Shinsung building,

5 Eonnam-gil, Seocho-gu, Seoul
06779, South Korea

neoxnetworks.com
info@neox-networks.co.kr
+822 579 2904



